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THINGS | DO WHILE NOT WORKING

Teaching children how to skate on ice
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MOTIVATION

SYSTEMS WHICH MUST BE DESIGNED FOR SAFETY AND RESILIENCY
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OUR APPROACH

ACTIVE APPROACH TO SAFETY AND RESILIENCY

System Design oet] System Operation

PASSIVE PREVENTION

anomaly time
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MOTIVATION

NEED FOR INDUSTRIAL CONTROL SYSTEMS IN AGRIFOOD SECTOR

» To guarantee performances (yield,
quality, energy saving, etc.)

» Cannot be obtained manually

» Need an automated system (e.g. for
regulation of temperature, humidity, aft— [
CO; etc.) — =

=) Industrial Control System NG
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MOTIVATION

OUR FOCUS IS ON CYBER-PHYSICAL SYSTEMS

T
S » An Industrial Control System (ICS) includes

» The Plant to be controlled (not a %)

» Sensors

Operation » Actuators

NETWORK Technology

» A Controller (sort of computer)

» A Network (called fieldbus)

A

CONTROLLER

) Cyber-Physical Systems
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MOTIVATION

OUR FOCUS IS ON CYBER-PHYSICAL SYSTEMS
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MOTIVATION
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MOTIVATION

OUR FOCUS IS ON CYBER-PHYSICAL SYSTEMS
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Security Concepts
A TRIAD OF TRIADS

“The more we depend on data, the
more we depend on its security,

“ [Bo16] Bogaardt et al., “Cybersecurity in the Agrifood sector. Capgemini Consulting.” Technical Report, 2016

s
TUDelft 21 ICS Security




Synergie MEET-UP Cyber Security, 4/4/24 Safety and Security for Industrial Control Systems Riccardo Ferrari

Security Concepts
A TRIAD OF TRIADS

Confidentiality

“The more we depend on data, the
more we depend on its security,

“ [Bo16] Bogaardt et al., “Cybersecurity in the Agrifood sector. Capgemini Consulting,” Technical Report, 2016

s
TUDelft 21 ICS Security




Synergie MEET-UP Cyber Security, 4/4/24 Safety and Security for Industrial Control Systems Riccardo Ferrari

Security Concepts
A TRIAD OF TRIADS

Confidentiality

SECURITY

“The more we depend on data, the
more we depend on its security,

ATTACK

Disruption Deception

“ [Bo16] Bogaardt et al., “Cybersecurity in the Agrifood sector. Capgemini Consulting,” Technical Report, 2016
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Security Concepts
A TRIAD OF TRIADS

Confidentiality

SECURITY

“The more we depend on data, the
more we depend on its security,

MITIGATION ATTACK

Prevention Resilience Disruption Deception

” [Bo16] Bogaardt et al., “Cybersecurity in the Agrifood sector. Capgemini Consulting.” Technical Report, 2016
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Key message of today
THEY ARE NOT THE SAME

INFORMATION TECHNOLOGY OPERATION TECHNOLOGY

IT SECURITY OT SECURITY
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Key message of today
ATTACKS AND DEFENSE NEED TO CONSIDER PLANT DYNAMICS

OPERATION TECHNOLOGY

» Time is fundamental

» Physics takes time to evolve
(dynamics)

Heating

P OT has strict real-time constraints
turned on

Temperature

Time

Who we are ICS Security Conclusions
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How can defenders leverage dynamics?
PHYSICS NEVER LIE

» Assume the attacker can compromise a

Heating
temperature sensor

turned on

» They tricks the controller to over-
compensate

» This clearly does not match physics

Time » Can we detect this?

/
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How can defenders leverage dynamics?
PHYSICS NEVER LIE

True
Temperature

Heating ~  __ieeeemmmttTTTT
turned on o

» Assume the attacker can compromise a
temperature sensor

» They tricks the controller to over-
compensate

» This clearly does not match physics

Time » Can we detect this?

/
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How can defenders leverage dynamics?
PHYSICS NEVER LIE

True
Temperature

Heating ~  __ieeeemmmttTTTT
turned on -

» Assume the attacker can compromise a

temperature sensor
Fake data from

compromised
sensor

» They tricks the controller to over-
compensate

» This clearly does not match physics

Time » Can we detect this?

/
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How can defenders leverage dynamics?
PHYSICS NEVER LIE

» Caveat: a smart attacker can do better

than this -> stealthy
True

Temperature » Canintroduce small offsets that can
lead to lower quality products (e.g.

Heating ~ _L.eeeeemmtTTTTT idi
g .- moulds because humidity was wrong)

turned on
, Fake data from

compromised
sensor

» We need very accurate understanding
of our plant physics/advanced Al to
detect this

Time

4
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How can defenders leverage dynamics?
PHYSICS NEVER LIE

» Caveat: a smart attacker can do better

than this -> stealthy
True

Temperature » Canintroduce small offsets that can
lead to lower quality products (e.g.

Heating ~ _L.eeeeemmtTTTTT idi
g .- moulds because humidity was wrong)

turned on
, Fake data from

compromised
sensor

» We need very accurate understanding
of our plant physics/advanced Al to
detect this

me ) *
TUDelft
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DIVING DEEPER:
ACTUAL ATTACKS AND ICS STRUCTURE

]
TUDelft




Synergie MEET-UP Cyber Security, 4/4/24 Safety and Security for Industrial Control Systems Riccardo Ferrari

Which attacks have been documented so far
ONLY AT OT LEVEL

@ Insider attack
Maroochy Ukr Power Ukr Power VPNFilter,

Water, 2000 Stuxnet, 2010 Grid, 2015 Grid, 2016 2018 @ Reconnaisance
: : = ® & e & & S O > S Nuisance

physical impact

Los Angeles, Havex, 2013 Kemuri Water, Triton, 2017 Oldsmar Water, ® Physical |
2006 2016 2021 ysical impact

() Not confirmed

" [Kr23] M. Krotofil, “Industrial Control Systems: Engineering Foundations and Cyber-Physical Attack Lifecycle,” Technical Report, 2023

%
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Which attacks have been documented so far
WHERE DID THEY HAPPEN

Internet & Cloud
Solutions

Office network

. ' ’ - %
|7
| -
| vy

» Actually ICS are structured in a hierarchical

way
OT DMZ .

» Lower layers: OT, closer to physical process
Management » Higher layers: IT, connected to Internet
Supervisory )if BlackEnergy3 » Good practice: separate via a DMZ
control (2015)

- » Here we do not address ransomware or other

= e attacks at IT level

Physical
process

Regulatory control
& safety systems

Physical process,
sensors, actuators

Level | Level | Level | Level Level Level ﬁ
0 1 2 3 3.5 | 5

J

[Kr23] M. Krotofil, “Industrial Control Systems: Engineering Foundations and Cyber-Physical Attack Lifecycle,” Technical Report, 2023

%
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Recommendations

Level | Level | Level | Level Level Level ﬂ
) 1 2 3 3.5 | o

Internet & Cloud
Solutions

Office network

OT DMZ

Operations
Management

Supervisory
control

Regulatory control
& safety systems

Physical process,
sensors, actuators

3

Who we are

Safety and Security for Industrial Control Systems Riccardo Ferrari

» Structure ICS following good practices
» Apply ABC of IT security to upper layers

» Check vulnerabilities at OT level as well
(example from NIST), patch asap

» Have a system for detecting anomalies at
lower layers

» Protocol anomalies

» Physical anomalies (our work)

ICS Security Conclusions
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Example of NIST advisory

IXCVE-2023-49621 Detail

Description QUICKINFO
Avulnerability has been identified in SIMATIC CN 4100 (All versions < V2.7). The "intermediate installation" system state of the affected CVE Dictionary Entry:
application uses default credential with admin privileges. An attacker could use the credentials to gain complete control of the affected CVE-2023-49621
device. NVD Published Date:
01/09/2024
NVD Last Modified:
Seve rity CVSS Version 2.0 01/11/2024
Source:
CVSS 3.x Severity and Metrics: Slemens AG
ﬁ CNA: Siemens AG Base Score: R SI Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: The CNA providing a score has achieved an Acceptance Level of Provider. The NVD will only audit a subset of scores provided by this CNA.

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

/ https://cert-portal.siemens.com/productcert/pdf/ssa-777015.pdf D

%
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Example of NIST advisory

F 4 * e e

SIEMENS / r\ [ -
e — J Industry Mall

NG e i Product catalogue and online ordering system for Digital
; Industries and Smart Infrastructure.

P Language P Contact P Help » Site Explorer [ Product Search
> Home > Catalog > (=] > Communications systems > SIMATIC CN 4100 (d Catalog =7 Shopping Cart
(0 Product Catalogue ¥ B Minimize | SIMATIC CN 4100 2
Drive technology [ Product Information | All about SIMATIC CN 4100
[=] Automation technology Presales Info
Automation systems Jump to Catalog and ordering system online
SIMATIC HMI operator control and monitoring systems v Overview [¥] Technical info
Identification and Locating v Benefits Support
Industrial communication Vv Design Contact & partners
Modular Automation ¥ Integration Service offers

Industrial controls
Industrial Edge
Industry software
PC-based Automation
[=] Process control systems
[=] SIMATIC PCS 7
SIMATIC PCS 7 system software
[=] SIMATIC PCS 7 system hardware
Process Control System IPC
Automation systems

Overview

Industrial communication
Process I/0
[<] Communications systems
[Z] SIMATIC CN 4100
> Central processing units
> Racks
> Licenses

> Extension modules
Technology components
Simulation and Training Systems
Update/upgrade packages
Add-ons for SIMATIC PCS 7
Services for SIMATIC PCS 7
Previous versions

SIMATIC PCS neo

CN 4100 redundant without CMs

4

The innovative communication node SIMATIC CN 4100 is a flexible and powerful platform for all communication tasks. Thanks to its
scalable, modular design and the option of connecting third-party systems, SIMATIC CN 4100 can be used to implement efficient

5
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Do a cost/benefit analysis

» What is the likelihood you are targeted by a state-actor?
» Likely low = you do not need to secure everything at maximum level
» Is a disgruntled employee your likeliest threat?
» There is no cure that fits all, needs case-by-case analysis
» Still, please avoid plain Modbus-TCP protocol
» We have a MSc thesis showing how easy it is to hack it

» V. S. Ranade, “A laboratory for cyber-attack generation and testing in Industrial Control Systems:
Design and Simulation”, MSc thesis, 2021.
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Thank you for your attention!

Riccardo Ferrari (r.ferrari@tudelft.nl)

... Keep your
plant safe!
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