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NEED FOR INDUSTRIAL CONTROL SYSTEMS IN AGRIFOOD SECTOR

► To guarantee performances (yield, 
quality, energy saving, etc.) 

► Cannot be obtained manually 

► Need an automated system (e.g. for 
regulation of temperature, humidity, 
C02 etc.) 

➡ Industrial Control System
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► An Industrial Control System (ICS) includes 

► The Plant to be controlled (not a 🪴) 

► Sensors 

► Actuators 

► A Controller (sort of computer) 

► A Network (called fieldbus)

Cyber-Physical Systems

Operation 
Technology
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ATTACKS AND DEFENSE NEED TO CONSIDER PLANT DYNAMICS

OPERATION TECHNOLOGY

► Time is fundamental 

► Physics takes time to evolve 
(dynamics) 

► OT has strict real-time constraintsTemperature

Time

Heating 
turned on
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PHYSICS NEVER LIE

Time

Heating 
turned on

► Assume the attacker can compromise a 
temperature sensor 

► They tricks the controller to over-
compensate 

► This clearly does not match physics 

► Can we detect this?
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ONLY AT OT LEVEL

[Kr23] M. Krotofil, “Industrial Control Systems: Engineering Foundations and Cyber-Physical Attack Lifecycle,” Technical Report, 2023



Safety and Security for Industrial Control Systems Riccardo FerrariSynergie MEET-UP Cyber Security, 4/4/24

Who we are	 ICS Security	 Conclusions

Which attacks have been documented so far

29

WHERE DID THEY HAPPEN

[Kr23] M. Krotofil, “Industrial Control Systems: Engineering Foundations and Cyber-Physical Attack Lifecycle,” Technical Report, 2023

► Actually ICS are structured in a hierarchical 
way 

► Lower layers: OT, closer to physical process 

► Higher layers: IT, connected to Internet 

► Good practice: separate via a DMZ 

► Here we do not address ransomware or other 
attacks at IT level



FINAL RECOMMENDATIONS
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► Structure ICS following good practices 

► Apply ABC of IT security to upper layers 

► Check vulnerabilities at OT level as well 
(example from NIST), patch asap 

► Have a system for detecting anomalies at 
lower layers 

► Protocol anomalies 

► Physical anomalies (our work)
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Example of NIST advisory
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Do a cost/benefit analysis

34

► What is the likelihood you are targeted by a state-actor? 

► Likely low ➡︎ you do not need to secure everything at maximum level 

► Is a disgruntled employee your likeliest threat? 

► There is no cure that fits all, needs case-by-case analysis 

► Still, please avoid plain Modbus-TCP protocol 

► We have a MSc thesis showing how easy it is to hack it 

► V. S. Ranade, “A laboratory for cyber-attack generation and testing in Industrial Control Systems: 
Design and Simulation”, MSc thesis, 2021.
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Thank you for your attention!
Riccardo Ferrari (r.ferrari@tudelft.nl)

… keep your 
plant safe!

mailto:r.ferrari@tudelft.nl

